One of the prerequisites for sustainable development is knowledge, in order to inform coping with sustainability threats and to support innovative sustainability pathways. Transferring knowledge is therefore a fundamental challenge for sustainability, in a context where external knowledge must be integrated with local knowledge in order to promote user-driven action. But effective local co-production of knowledge requires ongoing local access to existing scientific and technical knowledge so that users start on a level playing field. The information technology revolution can be a powerful enabler of such access if intellectual property obstacles can be overcome, with a potential to transform prospects for sustainability in many parts of the world.
Introduction
Sustainable development across the regions, systems, and populations of this world is a path, not a state [1] . The challenges to sustainability evolve constantly, as changes in conditions and driving forces emerge with little notice. Sustainable development is therefore a process of adaptation, usually
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at a local scale-geographically, sectorally, and/or socially. In fact, the world as a whole depends on ideas generated in these local contexts as a source of options for us all.
The problem is that, more often than not in developing country contexts, individuals with world-class intelligence and innovativeness-the human resources to assure local adaptation-are simply not well-informed about the knowledge bases that would help them to understand and adapt alternatives available to them now. Maybe even more importantly, they are not well-informed about knowledge bases that would help to discover and develop alternatives that are currently not available either to them or to others. Knowledge is the foundation for discovery and innovation as well as for coping.
This paper discusses open communication of scientific information as an essential element in assuring global sustainable development, and it describes several approaches for opening access throughout the developing world.
Sustainability and Innovation
Sustainability-at scales from global to local-depends on the diffusion of knowledge for at least two reasons. One reason is that sustainability is a challenge of such enormous magnitude that it needs to attract the best talent across the world, including human resources in areas not now in a position to be well-informed about needs, alternatives, and opportunities to develop better options than those currently available. The second reason is that sustainability rests considerably on bottom-up, grassroots-based actions, reflecting local contexts that differ so greatly that what makes sense in one situation is seldom what makes sense for most situations. For example, the Millennium Ecosystem Assessment found that in some cases regions that appeared ecologically stable contained localities that were highly unstable, and regions that were generally unstable contained localities that were quite stable [2] . As a second example, research on potentials for adapting to impacts of climate change shows that benefits and costs are shaped profoundly by local contexts: geographically, sectorally, and socially [3] .
Realizing the full potential of distributed talent in all parts of the world depends fundamentally on assuring that the talent knows the current state of science and technology, again for two reasons. The first reason is that knowledge informs what the talent does and avoids wasting time reinventing the wheel. The second reason is that knowledge attracts talent by posing interesting puzzles and offering opportunities for learning.
We will first consider what is known about processes of innovation and their relationships with knowledge generation and transfer. We will then summarize current views about how the movement of knowledge into action is one of the central challenges for sustainability.
Theories of Innovation

The Foundations of Innovation: Pre-Internet Theories and Technology Transfer
Our examination of contemporary innovation theory starts with the work of Schumpeter, which placed the entrepreneur in the key role of -creative destructor‖ who sweeps away old, inefficient systems (after gaining access to capital) and actively destroys old firms and organizations. This concept of innovation embraces not only the invention of new products, which is the realm of traditional patented intellectual property, but also business models, organizational structures and processes [4] . Schumpeter later developed a second theory of entrepreneurship in which he extended the concept of -entrepreneur‖ to large organizations with resources to invest in all phases of the process.
In both of Schumpeter's visions of innovation, access to monopoly rights is a key lever for success. Patents on products are particularly important in both, although the entrepreneurial vision is much less dependent on monopolies overall than the corporate vision. The first, entrepreneurial Schumpeterian vision is realized in faster and faster cycles, while the ability to connect networks of actors with the capital and manpower to innovate at scales previously unachievable outside a corporate umbrella fundamentally changes the innovation structure.
After Schumpeter there was a long period of development of science policy and funding in the US driven by Vannevar Bush after World War II, who had a vision of government funding in basic science directed by scientists without significant intervention, which was connected post hoc to the Schumpeterian idea that basic science should be converted into products by companies. The Bush vision foreshadows neatly the emergence of the key legislation encouraging technology transfer from US universities to private entities for commercialization, with an emphasis on scientific freedom in research and strong patent rights, and in many ways still drives US innovation theory, or at least, the traditional side of US innovation theory [5] .
The Bayh-Dole Act of 1980 is the legislative -bridge‖ between basic science funded by government and the view of the firm as the engine of innovation. Created in response to the perception that the government investment had become unbalanced in terms of results reaped to the public, Bayh-Dole created a mandate to universities receiving government funds to seek to commercialize inventions resulting from those funds. While the actual language is quite broad (and on one kind of reading might even echo Schumpeter's broad vision), in practice the law has come to represent a mandate for public universities (and other non-profit institutions) to file patents and attempt to license those patents, often aggressively.
Bayh-Dole is hotly debated [6, 7] . It is vigorously defended by powerful lobbies in both academic technology transfer and industry, although the technology industry (Hewlett Packard and others) is beginning to actively push for reform. The legislative concept is -going viral‖-versions of the act have passed in all countries of the EU, Brazil, China, and more. Arti Rai has been a leading scholar on the impacts of the legislation, both in terms of its potentially negative effect on the progress of biomedicine and the impact of naively porting Bayh-Dole style legislation to developing countries [8] .
A newer, but still complementary and traditional, view of innovation is popularly known as Sabato's Triangle, developed out of South America in the late 1960's [9] . The three points of the triangle are government, the science-technology infrastructure, and the production infrastructure. The inclusion of the government at the peak of the triangle indicates a shift from the disengaged funder role, but there is also a key shift with the universities taking on a more industry-like role, developing technologies on top of basic research. This is also the beginning of treating innovation, and the role of the triangle within it, as a key aspect of international development. Modern versions of the triangle replace the S&T infrastructure and -production‖ with simply -academic and corporate‖ points, but the original role of the infrastructure resonates more deeply today as we look at the impact of information and communication technologies (ICT) generally as an enabler for innovation.
Contemporary Theories of Innovation: The Rise of Networks and Crowds
Central to the older theories of innovation is the idea that success in breakthrough research and development was based on control-of ideas, of knowledge, of data, and most importantly of the intellectual property rights that governed the copying and use of the ideas, knowledge, and data. For most of the 20th century, this control approach worked. Large, centralized laboratories sprung up out of government research via the National Laboratories system in the United States, and out of massively successful technology companies like Bell, General Electric and Xerox.
However, many of the most important innovations to emerge from Bell Labs, or the Xerox Palo Alto Research Center (PARC) were completely missed as innovations by laboratory management [10] . It was not until those innovations spun out into new places and new companies, funded by private venture capital and staffed by a new class of mobile knowledge workers [11] , that the computer mouse and the concept of windows-driven computer -desktops‖ made the leap from concept to reality. The advent of mobile workers and private capital has been augmented by personal computing and digital networks, creating a remarkable cycle of innovation in technology and culture.
We now sit at a point when the small and firm and the individual are capable of playing much larger roles in innovation cycles alongside massive companies than ever possible inside an industrialized culture. Enormous amounts of know-how have been embedded into widely available tools, from computer-aided design for architectural work (like Google Sketch Up) to object-oriented software packages (like the wildly popular Ruby on Rails programming environment), that the average individual can design and manufacture innovations for consumer goods, technologies, and even genetically modified bacteria. The innovation system itself is being subjected to radical innovation, although the funders and institutions involved in the traditional research and development culture are not only slow to catch onto the change, but in some cases, actively serve as drags on the newer forms of innovation.
Three newer theories of innovation-open innovation, user-driven innovation, and distributed innovation-each deeply rooted in the transformation of invention and innovation wrought by information technologies, merit close attention in this study. The theories emerge from studying the responses of the firm and the individual to the rise of networks, and attempt to understand, explain, and predict the new kinds of innovation possible in the networked world.
Open innovation (OI) is closely associated with Henry Chesbrough [12] . OI explores the potential of an institution (i.e., the firm or the university) in a networked environment. Most of the smart people, as Joy's Law notes [13] , have always worked somewhere else. But in a network culture there is the opportunity to connect more and more of those smart people to an institution's mission: to contribute to internal projects from the outside, to take a project that fails to gather internal support forward using outside funding, to generate novel projects outside and -spin into‖ new internal projects. All of this becomes possible as the transaction costs involved in the knowledge movement required drop.
Open innovation depends on the fundamental knowledge -leakage‖ in the institution. This comes from many sources depending on the kind of institutions. It could be publication, via scholarly journal, by patent, by conference presentation, or more currently via blog post or wiki edit. The core insight of open innovation is the ability to use the world outside an institution to generate internally useful knowledge-and the core dependency of open innovation in turn is the need to make the flow of knowledge in and out of an institution a purposeful thing, not a random process.
The last key element of open innovation theory is the importance of the business model. A world of purposeful information flow is at odds with many of the business structures of the last 50 years-especially intellectual property rights. Copyrights govern the copying, distribution, and reuse of the documents containing actionable knowledge, from software to scholarship. Trade secrets and knowledge leakage on the public web are completely at odds with one another. And patents prevent institutions from acting on useful knowledge, even if the action would be far afield from the business concerns of the patent owner.
The standardization of the network is, so far, a technocratic one. It enables the emergence of the open innovation paradigm but does not yet enable the horizontal spread of open innovation, because each company must develop its own bespoke strategy for assembling the set of technologies (and rights to use those technologies) needed for each situation. There is not yet the legal standardization, to allow recombination of technologies with freedom to go to market, nor the semantic standardization, to allow for easy discovery of relevant technologies via a search engine or online marketplace, required to realize the full potential of the open innovation theory.
The second major theory of modern innovation is generally known as -user driven innovation‖ or UDI, and is associated with Eric von Hippel [14] . UDI focuses on the individual innovator, who tends to be an end user with an idea to improve a product. In UDI, the innovation comes from being -close‖ to the problem, or alternately we say the knowledge required to innovate is -sticky‖ and doesn't move far from the user. Von Hippel's classic text in this space is Democratizing Invention, and the title is a good indication of the basics of the UDI theory. The core insight is that if the end user of a product has the power to change and improve the product, she is very likely to do so, irrespective of intellectual property rights. The user in the classic UDI system cares more about functionality than about IP protection, and thus, the essential components of UDI are democratic access to the systems necessary for innovation in the user's context: the toolbox, the prototyping facility, the ability to test.
UDI has been observed, again and again, in fields where the democratic access to creative systems is present. Typical examples include the farmer who attached watering hoses to a bicycle, creating central-pivot irrigation systems, or the communities of sports practitioners in snowboarding and kite-surfing who are constantly improving their own gear in home machine-shops. This form of innovation relates to the larger companies when the users' innovations are noticed, improved, packaged into visually appealing formats, and marketed. UDI is also increasingly observable in biotechnology in the context of tool-construction-the field has been revolutionized by a series of machines for generating data which all emerged initially as rough prototypes from the laboratory context.
The third modern theory examines the truly disruptive aspect of the network, which is the innovation power of a collected set of individuals whose individual actions -snap together‖ into a coherent group through standard technical systems and digital networks. Its theory is generally called -distributed innovation‖ (DI), and Karim Lakhani is a leader in its exploration [15] .
The emergence of distributed innovation on the network in many ways is not surprising, as Boudreau and Lakhani note: -if the innovation problem involves cumulative knowledge, continually building on past advances, then collaborative communities have inherent advantages. Communities are naturally oriented toward solutions that depend on integrating skills, knowledge and technologies that transcend an individual contributor's purview. In fact, successful communities necessarily have knowledge-sharing and dissemination mechanisms designed into them. They also tend to converge on common norms with a culture of sharing and cooperation, broad agreement on a technology paradigm and common technical jargon to support productive collaboration‖ [16] . This is a completely novel ecosystem for innovation, and two good examples are the online encyclopedia Wikipedia and the open source software development culture and methodology. In each case, problems are solved without a central authority assigning tasks and without the maximalist approach to intellectual property associated with traditional forms of innovation diffusion and exploitation. Rather, the communities are formed by many different individuals, participating for very different sets of reasons and incentives, who self-organize around challenges and tasks.
An example from open software: dozens of programmers might be interested in creating a specific functionality in Linux, and casually note the functionality on various lists. One programmer decides to tackle the creation of the functionality, does so, and releases the software code by checking it into a common code repository and notifying a mailing list. More programmers come along and improve the functionality, line by line, over a series of weeks or months, until the functionality is stable, integrated into the overall code base of Linux, and the group of programmers dissolves for the individuals involved to work on other projects, or to leave the project entirely. This is mirrored on Wikipedia, though the encyclopedic nature of the site also encourages the creation of pages for which there has been no initial discussion.
DI is at once incredibly powerful and incredibly difficult to create ex-ante, as it requires the congruence of significant technical standardization and problems amenable to distributed problem solving. Software code is -modular‖-code written by one person in one part of Linux will, if maintained according to standards, integrate smoothly into the whole. Software languages have evolved so that writing code can take place in an entire ecosystem of programmers across tools and coding platforms. The expertise and ability required to contribute is widely distributed, and easily gained by those interested thanks to online programming resources, cheap ubiquitous computing resources, and internet access (at least in the developed world). And there is an enormous ecosystem around open source software, of code repositories and mailing list software, code versioning systems, and more that make it easy to start and maintain an open source project.
Designing the DI ecosystem for a new field, from a standing start, is daunting. So far, the -designed DI‖ system has proven quite difficult to achieve. However, the power of distributed innovation can be seen in many of the -semi-closed‖ web 2.0 platforms such as the iPhone application store, Facebook, Twitter, and more, which each use an ecosystem approach to engage users in a distributed but closed innovation environment.
Transferring Knowledge in Order to Assure Sustainability
As an aim of science and technology in the United States, sustainable development was transformed from a minor theme to a major focus by a pathbreaking report by the National Academies in 1999 [17] . This report considered whether it is possible to move the world to sustainability in a period of two generations/half a century. It concluded that such a goal is indeed possible, but it is possible only if it is addressed by a truly revolutionary advance in integrating knowledge and action: (1) advancing research agendas in -sustainability science‖, and (2) advancing capacities to bring together those who have knowledge with those who means to implement it.
Since that report was issued, a number of institutional initiatives have emerged very quickly. The National Academies established a Roundtable on Science and Technology for Sustainability, involving both scholars and practitioners, which have organized annual workshops and workshop reports and established task forces to advance knowledge about critical issues. A continuing Sustainability Science Program at Harvard University has spun off responsibilities for continuing data bases to a Center for Science, Technology, and Sustainability at the American Association for the Advancement of Science (AAAS), which organizes sessions at each annual AAAS meeting; and these two activities have established an international network, the International Initiative on Science and Technology for Sustainability, which is supported by Harvard and TWAS, the Academy of Sciences for the Developing World (Trieste, Italy). Other significant institutional initiatives include the notable Global Institute of Sustainability at Arizona State University.
Meanwhile, the science community has stepped forward with leadership at the highest levels. -Sustainability science‖ has emerged as an active new trans-disciplinary field of science [18] . In 2002 and 2003, Bruce Alberts, then President of the National Academies, not only spoke of the importance of accelerating the application of science and technology to sustainable development but involved himself substantially in promoting it [19] ; note especially his interest in increasing the use of electronic media in disseminating up-to-date science. And, in his presidential address to AAAS in 2008, John Holdren spoke about science needs and potentials [20] . A consistent theme across all of these developments, especially in the NAS Roundtable, has been an urgent need to accelerate the movement of knowledge into action as a prerequisite for progress with sustainability. Early in the process, an international group of experts met in Mexico City, under the auspices of ICSU, to develop a synthesis of knowledge about science and technology for sustainable development [21] . The report included a major section on linking knowledge and action, including recommendations such as:
 Shaping a -partnership on S&T for sustainable development‖ by (a) strengthening ability of locally-based initiatives to harness S&T from around the world; (b) facilitating engagement of young scientists and technologists in efforts to achieve sustainability; and (c) building a global community of scientists and engineers for sustainable development, learning from one another;  Developing a -new contract between science and society for sustainable development‖, changing rules related to both the demand and the supply side of S&T;  Greatly enlarging the range of knowledge sources, including place-based knowledge that is often not reported and shared, addressing the issue of how to -certify‖ knowledge.
In most regards, these efforts are vague about how knowledge gets moved into action. Several recent critiques have criticized an apparent assumption that good scientific and technological knowledge (S&T) will be used if communicated. For example, van Kerkhoff and Lebel [22] reviewed linkages between research-based knowledge and local actions for sustainable development. It concluded that effective applications depend on a shared responsibility, with research-based knowledge embedded in relationships with actual or potential contributions from other forms of knowledge. McNie [23] reviewed challenges in reconciling the supply of scientific information with user demands: i.e., what constitutes useful information? It stressed the importance of strengthening the roles of endogenous scientists in managing the boundary between science and society, involved in determining priorities, inspiring trust and credibility, and sharing credit and benefits.
A more recent paper, growing out of the CGIAR experience with science applications for development, considered a number of projects in Africa and Asia related to five different problem areas addressed by international agricultural research [24] . This study found that strategies for closing gaps between knowledge and action include: combining different kinds of knowledge, approaches for learning and bridging, strong and diverse partnerships that level the playing field, and building capacity to innovate and communicate.
More specifically, building on previous studies, the paper points to the value of co-produced knowledge (where external scientific information is combined with internal information and experience), challenges in transforming receivers of information from knowledge producers who believe intuitively that their situations are in many ways unique into knowledge learners, and roles of -boundary spanners‖ who assist with communication and translation across boundaries [25] .
One clear challenge is that the ability of scientists and leaders in receiving societies, especially in developing countries, to participate in the co-production of knowledge for sustainability depends fundamentally on leveling the playing field regarding access to what is currently known: especially the science that underlies technological innovation. How can local innovation leaders be expected to be equal partners in innovation if they are not equal partners in open access to S&T information?
The Power of Open Access to Science and Technology Information
What, in fact, do we know about how open access to information relates to the likelihood of scientific discoveries and innovative applications? [26] A continuing theme in research on determinants of scientific discovery is that the provision of knowledge is a powerful driver. For instance, many years ago Robert K. Merton analyzed concept formation in a context of the sociology of science. One important finding was that scientific discovery often occurs in -multiples‖. It is often the product of an intellectual climate at a specific time and place, where scientific foundations are in place [27] . Moreover, he suggested that serendipity plays a role, but not serendipity in a sense of random accidents but in a sense of coming across scientific information or data that are unexpected-which is at least in part a function of the diffusion of data to stimulate the development of new theory by Merton and Barber [28] In his book, The Act of Creation [29] , Arthur Koestler argued that innovation often occurs through the marriage (-bisociation‖) of previously unrelated ideas, and Parayil has suggested that technological change is a product of social-historical processes of knowledge change (1999) [30] . Other recent research along these lines includes Zucker and Darby [31] who suggest that collaboration is a predictor of success.
Information Diffusion and Scientific Discovery
A somewhat different literature argues that the critical trigger for discovery is not the methods of science but personal interactions between individuals and information available to them. Examples include Paul Feyerabend, who argued that the methods of science do not generally contribute to the successes that it claims [32] . Successes are, in fact, more personal. From a different perspective, Polanyi has argued that all knowledge is personal; and truth is best pursued for its own sake, not with agendas in mind [33] . Even Taleb, whose evocative book, The Black Swan: The Impact of the Highly Improbable [34] , seems to imply that discoveries are no more than random serendipity, more recently has suggested that invention can be facilitated by information and financial support, as long as the provision of support does not discourage -out of the box‖ thinking [35] . Taleb's concept of the -grey swan‖-the improbably but statistically inevitable positive event-is intriguing in this context, as one might begin to design systems of knowledge transfer and diffusion in the developing world specifically to maximize the odds of the positive event's occurrence.
Supporting this perspective are a number of examples of research and practice which indicate that non-market information networks encourage individual creative initiatives. For instance, Peter Hall found that the golden age of cities in Europe was associated with extensive -open source‖ information transfer [36] .
Meanwhile, a variety of experiments are under way, associated with the vivid recent experience of the information technology industry with promoting transformational change. One example is the initiative by Bill Gates to promote -quests‖ through crowd-sourcing platforms to invite wild ideas and to encourage collaborations in developing them (mainly discussed in the blogosphere, but see -Bill Gates Set to Begin New Chapter‖ [37] . Another example is Nathan Myhrvold's -innovation sessions‖, which try to catalyze breakthroughs by organizing collaborative brainstorming by groups of creative people with very different backgrounds-sharing information and perspectives interactively-which are reported to have led to significant unexpected successes [38] . A variation of this perspective is the argument that more extensive forms of interaction and collaboration, encouraged and facilitated by information technology, can overcome issues of incentives and ownership to have transformative impacts: -It doesn't matter why any one person does it as long as enough people do it‖ [39] . Possibly related concepts include -Metcalf's Law‖, which suggests that the economic value of a telecommunication network is generally proportional to the square of the number of connected devices in the system, and -Reed's Law‖, which goes further to suggest that the utility of a large network (including a social network) can scale exponentially with the size of the network [40] .
Information Diffusion and Advances in Technology for Sustainable Development
There is abundant evidence from the pre-internet era that advances in technology, combined with information diffusion, were dramatically effective in increasing economic and social sustainability. The most notable cases were agriculture and health.
In agriculture, innovation was spurred by interests in developing countries in improving food production for growing populations, beginning as early as the 1940s in Mexico, who sought to establish an agricultural research station to develop better varieties of wheat. Supported by such foundations as Rockefeller and Ford, this global effort had enormous impacts in many parts of the world for a number of decades [41] , and its work continues today through the Consultative Group on International Agricultural Research (CGIAR), with UN support.
In health, science has joined with international institutional partnerships to eradicate smallpox, tuberculosis, and polio, along with reducing the incidence of malaria, cholera, and other diseases in many areas [42] . Reaching out into small villages and disadvantaged communities, this effort was often a model of how to connect global science with local action.
Implications of the internet and other information and communication technologies for sustainability are only beginning to unfold, and most of the evidence is still anecdotal. A recent book [43] , however, assessed consequences of 23 research projects funded by Canada's International Development Research Centre (IDRC). The book begins by suggesting that building local capacity starts with a quest for information, based on a case study of Asian fisheries. Four of the case studies are outgrowths of IDRC's Acacia Initiative, designed to help African communities south of the Sahara make effective use of modern information and communication technologies. Although evidence of advances in local sustainability are limited, the cases show very rapid changes in the use of such technologies: e.g., Senegalese pastoralists using cell phones and GPSs to track livestock migrations, a town in Mozambique where a wide range of local citizens are now using a local telecentre, and expanded uses of cell phones and other technologies by the poor and disadvantaged in Uganda. Based on these experiences, the book suggests that modern information and communication technologies are likely to change information access in developing countries far more rapidly than has generally been expected.
At the same time, while open innovation in the Chesbrough sense has been embraced, at least in theory, by many large companies, we can also observe it in action at a smaller scale in the developing world in wind technology. Some observations indicate that, although materials are scarce, there are enough resources available locally in some cases to enable the construction of working windmills and turbines, if there is enough active knowledge transfer into the local context to enable local initiatives (see text box below).
Similarly, Green
Step, a German organization, designed a microelectric plant specifically for use in a developing world context, and developed a plan to diffuse the knowledge into test communities in Cameroon [44] .
This sort of innovation meets the first test of open innovation, by purposefully moving knowledge out of the organization into an external context. The second step of open innovation is embodied in the designed ability to use local materials, such as reclaimed wood and car batteries and scrap iron, to build the windmills. This represents an investment in the external capacity of the market to innovate: the designs can be built without requiring the influx of new and expensive materials, which also means that a cycle of user-driven innovation can take place-improvements on the design which further tune the system to local needs and capacities.
Each micro-plant is designed to support five houses or less, and each house requires an electric load far below western consumption: two light bulbs, one radio, one television, and a mobile phone. So far, at least, such projects have seldom been built, or invested in, in the developed world. But the design allows local decision-makers to move toward a stable and useful energy source in the absence of national grid infrastructure to provide regular energy, and provides enough energy for local development needs.
The third element of open innovation, the business model's ability to capture value from the open system, is less relevant here due to the non-profit nature of the project. But one could conclude that an organization dedicated to raising philanthropic grants represents a business model that is well suited to an open innovation system in which the entire goal is the creation of initial designs for use in the developing world energy context which are intended to be taken, improved, copied, and distributed. Again, access to the exploding amount of content available, from the amateur experiences detailed on blogs to the technical journals, can only be expected to improve the designs and implementations on the ground, representing an improvement in the capacity of the -market‖-in this case the implementers on the ground-to improve and innovate.
Approaches to Opening Access to Science and Technology Information
If at least in the internet era, accelerating the application of science and technology for sustainability depends on equalizing access to S&T information on the parts of both producers and users, how can this be done? What are the alternative pathways?
Emerging "Commons" Processes and Their Relationship to Modalities of Innovation
One alternative is to seek avenues that encourage information providers and users to join in a -commons‖, in which information is exchanged in accordance with standardized agreements.
For example, patents are a form of intellectual property that governs inventions. A patent is a monopoly right granted by governments to applicants who have devised something-a technology, a tool, a machine-that is useful, new, and non-obvious to experts in the field. A patent holder receives the right to -exclude‖ others from using that technology. Only the holder can make the tool, use the machine, or offer the technology for sale (or, more importantly in a world of cumulative innovation, make a commercial use of the technology as part of a larger innovation).
Patents are deeply relevant to the new -networked‖ theories of innovation, as the network allows companies (OI), individual users (UDI), and networks (DI) to construct new kinds of value by combining a number of technologies which are likely to carry patent rights held by different owners. Indeed, a core shared characteristic of these theories is the concept of -recombinance‖: the idea that technologies built in one place for one purpose can have many purposes, and that users of a technology or technologies can create entirely new and often unforeseen value in new business spaces and via new business models.
These forms of innovation interact with the patent culture in the context of energy and development. Unlike in free software, where open copyright licenses are sufficient, any new technologies developing from the various networked innovation systems will need to have -freedom to operate‖ at the commercial level or risk infringement proceedings. Patent rights are transferred from owners to users through a very traditional process of license negotiation, transacted by expensive attorneys and resulting in artisan-generated legal contracts with extraordinarily high transaction costs. As a result, the recombinant aspects of the new modalities of innovation, which (like all network effects) depend on low transaction costs and high transaction volume, tend at some point to be thwarted by the need to combine a set of patents together and obtain permission to go to market.
Though this pain is perhaps less relevant in the context of user-driven innovation, the risk to a company taking a rough prototype to market remains a barrier to bringing innovations to the broader community from UDI (individual user) processes. Both distributed innovation and open innovation are at significant risk from constraints on the willingness of business to invest in new recombinant technologies because of the potential for injunctions and lawsuits by patent holders whose interests are infringed at some level by an innovative re-use of a technology or tool.
Many attempts have been made and are being made to address this risk by the construction of interoperability systems for patents in various disciplines and spaces. The oldest strategy is to form a -pool‖ of patents that are cross-licensed among a variety of holders [45] . Patent pools save time and money by creating a structure that allows for single-license access to the patents in the pool, and they can be enormously valuable if multiple companies hold patents that block each other from moving forward (as in many technological innovations such as semiconductors). However, pools require the existence of an administrating entity, can also carry high transaction costs relative to other systems, and create risks of antitrust violations.
A new wave of patent interoperability systems is now emerging, inspired by the success of free/libre open source software and free culture. Here, the governing form of intellectual property is a copyright rather than a patent: a monopoly right granted to the author of a creative work, which prevents others from making and distributing copies of the work.
A copyright is a powerful, automatic right which the author receives without making an application to the government, and it can be used by its owners to create -freedom‖ through the use of an open license such as the GNU General Public License [46] . In each case, the owner can impose a behavioral control on the user: for instance, the owner lets the user make and distribute copies, derivative works, remixes, and new software, but the user must bring the new works back online under the same free and open terms for the next user. This is known as -copyleft‖ and is the legal foundation of open systems, especially those at the root of distributed innovation. Copyrights on software govern the copying aspects of code, not the utility functions of the code. But the utility of software can be directly affected by patents on software, and we see early attempts to deploy an open patent approach to software as well.
Several alternatives have appeared in recent years to address obstacles that copyrights and patents can present to a distributed approach to innovation. Because these alternatives are laboratories for learning about institutional approaches to more nearly -open communication‖ and their pros and cons, we will summarize how four different initiatives are conceived.
The Linux Patent Commons (LPC) was developed in 2005 as a response to the threat of patents to distributed innovation in software [47] . Software patents are widely acquired by companies large and small, although deeply controversial in terms of their true value and impact. A study by a non-profit organization in the same year as the LPC's launch found at least 283 patents that might be infringed by Linux, including 27 held by Linux opponent Microsoft [48] . Clearly, the foundation of the distributed innovation was subject to a fault line that could be exposed through patent infringement lawsuits and injunctions.
In addition to the perceived risk of Linux infringing on closed patents, there is an increasing desire of patent holders to provide a formal assurance to developers and users of open source software that a set of patents are not a threat to the community and to create a vast -safe harbor‖ for cumulative, collaborative reuse of code. The traditional methodology of artisan-based license drafting fails in this context. Paying a lawyer only makes business sense if a revenue stream is expected, and thus a new mode of licensing had to be developed for the goal of removing the patent threat from open source software.
Created and administered by the Linux Foundation, rather than requiring a set of licenses, the LPC uses a set of -commitments‖ to simplify the process by which access to patented inventions can be granted [49] . In this approach, a commitment is a promise, not a license, made by the owner of a patent to the community. In the LPC, each commitment typically includes five key components: named beneficiaries, grants of permissions, statements of permitted use, defensive termination provisions, and a reservation of rights. The net result of the commitment is that the patent is widely available for use in any development project using an approved open source copyright license, creating a connection point between the two vastly different classes of intellectual property. IBM jumpstarted the LPC with a grant of 500 software patents to the commons, and remains the largest contributor of patents to the system [49] .
The LPC is a success, mainly because of the size of IBM's original grant, but significant challenges remain. No more than 30 additional patents have been contributed as of this writing in addition to the IBM founding grant of 500. The IBM corpus alone generates significant mass of available patents, but the lack of follow-on patent grants indicates a lack of network effects in the willingness of other companies to participate as patent licensors. And at almost the same time as the LPC launch, Sun Microsystems dedicated more than 1,600 patents to open source, but tied the patent license to the use of a very specific open source copyright license, which happened to be in use almost exclusively on software promoted by Sun [50] . This led to a fear of -forking‖ of patent rights away from the generic Linux codebase, but these fears to date have not been realized.
An alternative to the LPC is the Eco-Patent Commons (EPC), which follows essentially the same approach as the software system: commitments, not licenses, where the owners promise not to sue the users as long as the uses are towards the shared goal of sustainability. The EPC is managed by the World Business Council for Sustainable Development, launched in 2008 with public commitments of patents by IBM, Nokia, Pitney Bowes, and Sony, with further commitments from Bosch, Dupont, Xerox, Rico, and Taisei over time for a total of 95 patents as of this writing [51] . The EPC is similar to the LPC in its success in attracting business to the concept of low-transaction cost public patent solutions, but it suffers from a similar problem as the LPC in the lack of a critical mass of patents to enable cumulative innovation in a wide variety of fields.
The patent licensing regime most directly inspired by free/libre open source software actually developed not from software itself, but from agricultural biotechnology. The Biological Innovation for Open Source (BIOS) project, based in Australia, began with a single core patented technology for transferring genes in plants-a fundamental technology for creating genetically modified plants for food. The technology was developed specifically to avoid encumbrance from existing patents, so that users could develop plants without any fear of a -reach through‖ from the technical tools to the end products and distribute the plants and seeds widely to alleviate global hunger [52] .
The original BIOS patent license employed a -patent left‖ approach. As in copyleft licensing, the goal was to stimulate the re-contribution of improvements to the underlying technology: a plant created would be freely available, but if a licensee improved the gene transfer tool itself and patented the improvement, then the improvement would have to be made available back to all other licensees of the tool. These licenses cover a series of technologies developed in tandem with the licenses, which have had patent applications filed and in many cases granted in multiple countries.
Presentations by BIOS leaders note many licensees for the technology but indicate little progress toward the goal of re-contribution of improvements (personal conversations by John Wilbanks with Richard Jefferson of BIOS/IOI). The financial incentive to pursue follow-on patents for improvements is diluted by interests in sharing the improvements back with the group, which is a feature of the differences between copyright and patent. As noted by the founder of the Free Software movement, patents are expensive to acquire, which makes patent-left a more complex economic proposition than copyleft [53] .
BIOS now features a modified strategy that encases the original patent-left license in a suite of legal tools, all of which conform to a commitment strategy similar to the LPC and the EPC [54] . However, the tools do not involve a waiver approach but encode the norms of re-contribution into the covenant, allowing for multiple authors of licenses to submit contracts for authorization and branding as meeting the commitments, and allowing also for multiple classes of contracts other than patent licenses, including materials transfer agreements. Much of the effort of the BIOS initiative has shifted to an effort to radically increase transparency via patent informatics, using a -patent lens‖ technology to search across patent databases and to create open -patent landscapes‖ for key areas so that users can innovate around the existing patent lockups [54] .
The most recent regime to emerge for patent licensing comes from Creative Commons (CC), an organization that has executed a suite of licenses for managing copyrights under the rubric of -some rights reserved‖, now covering almost half a billion objects on the Web [55] . The patent licenses are being tested for use in sustainability in a project called the GreenXchange (GX), although the licenses are not specific to any field of use. These legal tools create a patent license regime akin to the CC license regime for copyrights. However, the CC copyright license suite contains six licenses, generated from choices including whether or not to enable commercial use and whether or not to enable derivative works. The patent regime is simpler than the CC copyright licenses, creating a commons of easily licensable patents via low transaction costs and transparency rather than through the use of -reach through‖ clauses requesting re-contribution of improvements by users through the patent license.
The core of the CC patent license grants a commercial use right to users to make, use, and sell the technology under the license. This right is conditioned on the users' compliance with certain requirements: e.g., notification of license execution and right to request attribution (framed this way to avoid brand abuse via attribution, e.g., -Nike inside!‖ on a product Nike finds shoddy). This is an approach which one might follow for the sustainability technologies developed at a company such as Nike, which does not sell such technologies, but creates them in the process of designing and manufacturing shoes. Nike is willing to license such technologies as green rubber and water-based adhesives under such a regime, because their use is good for the overall sustainability environment while it does not erode the core competitive advantage of the company.
However, these patents represent only a tiny minority of total patents held at a company such as Nike, many of which could be useful for other uses in the right hands-if the core business of the company were protected, and if transaction costs were low enough. For example, Nike patents on airbag technology might be extremely useful in the construction of longer-living tires, which is a clear sustainability improvement in terms of landfill reduction. The public patent license approach in general, from the waivers to patent left to transaction cost reduction, has failed to address this use case, which is why in each case a very small total number of total potential patents has entered the public patent commons to date.
The CC approach addresses this reality by allowing the use of the public patent license as a standard -form‖ to which a patent holder can attach a single legal clause. This clause serves to modify the patent license by narrowing the set of users allowed to sign the license by a -field of use‖ restriction. Thus, Nike might add a paragraph allowing the use of traditionally off-limits technology like the airbag or shoe chemistry but exclude any shoe companies, athletic apparel manufacturers, or other related industrial competitors from signing the license. The underlying legal code of the rest of the contract remains the same, including the notification requirement, the right to request or deny attribution, and the fee structure (with related fee waivers). A patent owner could also use the standard form CC license but instead of a field of use exception, use a -safe harbor‖ provision in which the rights to make commercial use only apply in a limited area (such as rare disease or poverty reduction).
Two other elements distinguish the CC project. First, the approach provides that all patents under the licenses will also receive a broad, covenant-based -research exception‖ for academic and nonprofit research uses. In other words, as long as the work done does not involve making and using a technology for sale, but for research, then wide latitude should be granted. To minimize transaction costs, this is achieved by means of the patent owner pledging not to sue, in a method inspired by the LPC and EPC commitments. Second, CC also provides a significant technical infrastructure for using metadata to describe rights and licenses, which integrates into Google, Yahoo!, Microsoft Office, and many other technical systems. The patent licenses reuse this infrastructure, allowing for integration of patent searching and licensing into web and enterprise software.
The CC approach theoretically opens the door to all three classes of innovation, but is probably most immediately relevant to the OI paradigm. The inclusion of a fee waiver for small-revenue companies allows for DI and UDI to emerge as well, and the Creative Commons technical infrastructure supports this possibility; but the capacity to innovate on patents tends to flow better in larger institutions, and it is within those larger institutions that the GX experiment is occurring as of this writing.
Accelerating User-Driven Innovation by Opening up Access to Scientific Information
User driven innovation in sustainability and energy technology has enormous potential to change the way that people interact with their energy sources on the ground. UDI offers a tantalizing opportunity to create local solutions to local problems using local tools-a laudable goal. However, there are very real limitations to the application of UDI in the spaces where knowledge itself is sparse, where technologies and tools are crude and insufficient, and where the ability to create a minimal prototype is mistaken for a revolutionary invention.
Access to knowledge can intersect with this set of limitations in multiple beneficial dimensions. First, if the user-innovators are able to access the available knowledge, the likelihood of repeating past failures decreases significantly. Second, the democratization of the ability to describe an experiment created by digital communications means that the user-innovator herself is able to engage in a conversation with others to receive feedback, advice, and criticism (whether constructive or not). And third, access to knowledge makes the overall community far more able to evaluate, test, and communicate the core innovations as either being truly innovative or a case of wishful thinking.
We have seen in the cases of wind technology the ability to implement user driven innovation in reality. The physics of windmills is well known, and the innovation comes from the design of locally implementable versions of the wind turbine and the understanding of how to repurpose locally available tools and materials. But these cases also hold an important lesson as to the limitations of all innovation systems when faced with knowledge problems, which is that the absence of standardized foundational knowledge in a subject area creates an upper boundary for UDI (see text box: The Boy Who Harnessed the Wind).
A good example is the limitation of the battery technology available in the world, whether to user-innovators or to companies. Energy examples of UDI often rest on the repurposing of car batteries and other storage systems, and a recent example of UDI in solar panels in which human hair replaces silicon involves a battery circuit of sorts as well. Access to old car batteries, papers about batteries, and papers about the electrochemical properties of hair can be facilitated. But the reality of battery technology is that it is primitive, no matter the sophistication or genius of its user.
Access to knowledge in this case can serve as a guide to avoid past failures. But in many ways it is even more important to help the users understand their own results. Is the weak electrical current observed from the solar panel built with hair truly a breakthrough in designing solar panels [43] ? Or is it an artifact of the creation of a cuprous cell, which generates weak currents but doesn't scale with size, meaning the panel itself won't be able to liberate its designers and implementers from electric grids [57] ?
These are precisely the kinds of questions that can be answered through access, not only to the available academic and technical literature, but to the community of users who can serve as a collective intelligence applied to the innovations. The solar panel example has been posted on thousands of web page, in tones ranging from breathless acceptance to frank and sometimes harsh debunking. From these pages flow a list of citations to read and debate, ideas on improving the concept and skepticism that the concept can't be improved. Much of the debate is ill-informed, as is much of the debate on any topic on the Internet. But weaving throughout the content is a clear thread of linked, relevant knowledge [58] .
This aspect of access, the idea of access not just to text but to communities, must be a part of designing access to information and knowledge for the purposes of sustainability. As mobile telephony becomes mobile network access, the capacity to engage in debate becomes a parallel to the capacity to access information. The user must know how to find information, and be legally allowed to use that information, but also how to sift through the sudden explosion of information available. Otherwise the potential benefits of access to scholarly and technical knowledge will be difficult to realize.
The Boy Who Harnessed the Wind
The story of William Kamkwamba is known primarily in the developed world from his autobiography, The Boy Who Harnessed the Wind [56] . A 14-year old forced to drop out of school when his parents couldn't pay the school fees, Kamkwamba immersed himself in textbooks, and was able to both devise and build a windmill to help his family. The story is one of overcoming hardship, and of the success that comes with it, including visits to New York and Las Vegas, and an introduction to the Internet. But we can analyze the story as well as one of user-driven innovation, and explore the foundations of the design and implementation of the windmill.
From the perspective of innovation, three notable keys to the breakthroughs in design Kamkwamba made are (1) his own desire to tinker (with engines, radios, go-carts), (2) his ability to use the materials at hand to perform the tinkering, and (3) his access to textbooks containing essential principles of physics, magnetism, and electricity. The desire is at the heart of user-driven innovation: the goal is to understand the systems and improve them, not to acquire property rights to inventions. The user feels the problem acutely, understands the problem better than anyone (in the von Hippel sense, the knowledge of the problem is -sticking‖ close to the user) and is the most motivated to innovate a solution.
Close behind the desire to solve a problem is the democratic access to tools that can create solutions. In the machine-invention context there is a long history of user-driven innovation because the tools required are relatively well distributed-screwdrivers, wrenches-and for something like a windmill, there is present an underlying supply base of parts created by the widespread distribution of engines and other similar machines. This is not to imply that Kamkwamba's innovation was easy; the goal is simply to point out that there was at least the possibility of taking parts from some machines and repurposing them in the pursuit of machine-building in a way that, for example, would not be possible for a biotechnology innovation in the same context.
Added to this base of inventors' desire and access to minimally sufficient tools is the access to the theory and scientific canon that informed the design of the windmill itself. Similar to the scarce and unorthodox tools, the knowledge available was very basic-textbooks about physics-but sufficient in the right hands to allow for true innovation in design. One can only imagine how much easier the design would have been had true knowledge tools been available to Kamkwamba, like access to designs for other windmills, design software, review papers in engineering journals about magnetism and electricity in practice, and the informal communications from conferences, trade shows, blogs, and face to face meetings of windmill designers.
There are hundreds and hundreds of Web sites, and dozens of peer-reviewed journals, that represent essential information for the design and implementation of a windmill. None were accessible to the design process in this case. Access to the range of knowledge resources, from the -maker‖ culture to the elite technical journals informing western design optimization, would radically increase the capacity of the brilliant but geographically or culturally isolated inventors trying to solve a local sustainability problem.
Access to information and the ability to exploit information -overload‖ represents an enormous gulf between those with both ubiquitous connectivity to the global Internet as well as the economic resources to pay for proprietary scholarly content. The promise of open access to scholarly content is the potential to level the playing field for innovators the world over, not just those with access to Home Depot and the resources of a wealthy university library.
Another example of knowledge and technology flow is synthetic biology. Synthetic biology is a young field sitting at the intersection of molecular biology and engineering, in which the genetic functions elucidated through traditional biological research are converted into functions that can be used in an engineering context. Some genes act as -switches‖ and others as -inverters‖, allowing engineers to treat them as abstract, combinable parts that can be programmed and inserted into living bacterial systems [59] . A good example would be the engineering of microbes to create the chemical precursors to naturally occurring compounds with significant human health benefits, but significant environmental issues. Artemisinin is lethal against all strains of malaria, making it an incredibly powerful compound in post-infection treatment, and has cured more than a million patients with the disease. It has been part of traditional Chinese medicine for thousands of years. But it comes at a cost. Artemisinin must be extracted from the leaves of the sweet wormwood tree, or via a complex and costly chemical synthesis process, each carrying a high cost [60] . Aggressive breeding and cultivation using petrochemicals would also carry a high environmental cost, and still are unlikely to yield enough compound to make the drug available at an affordable cost.
Synthetic biology offers a way out. A research group at the Lawrence Berkeley National Laboratory took genes from the sweet wormwood tree that make the chemical precursor and engineered a common microbe to serve as a natural -amplifier‖-increasing the yield by more than 10,000 [61] . Beyond that, the system is something of a standard that allows the creation of the isoprenoid family of drugs to which artemisinin belongs, which includes costly anticancer drugs that would otherwise only be available through the destruction of rare marine corals.
Existing cases related to sustainability are more traditional examples of knowledge flow from the developed world to the developing world than they are examples of modern innovation theory in action. In the artemisinin case, the research is funded by large foundations in the developed world, with the intent to ship the drugs at low cost to areas in need. But the groundwork for downstream user driven innovation, distributed innovation, and open innovation is being laid by many of the early scholars in the field. A database of standardized -parts‖ is maintained at MIT (MIT Registry of Standard Biological Parts [62] and a large set of labs posts vital know-how and laboratory protocols on the web [63] , all under either a public domain legal approach or a liberal copyright license strategy. Open patent strategies are being explored and released to ensure wide freedoms to operate. And a yearly competition involving college students worldwide is creating a growing base of people skilled in the art of using these open tools to address problems.
An important example of emerging distributed innovation in this context is in the area of groundwater analysis for arsenic [64] . Arsenic contamination is a dire problem in parts of the developing world, especially Bangladesh, where the World Health Organization estimates 35,000,000 people take water from polluted wells. Existing testing methods involve either shipping water samples for laboratory analysis, which is not a scalable way to test water in a local context, or the use of portable kits that can be misinterpreted or create new toxic waste as part of the testing process.
A group of Scottish college students took on the challenge of building a better arsenic detection system in 2006. Using the standard parts available at the MIT database and the natural properties of the E. coli microbe (the same bacterium used for artemisinin production) these students -programmed‖ E. coli with functionality that adjusted its natural ability to detect arsenic and integrated this ability to other natural functions that break down lactose to produce acid. This programming means that the new E. coli produce acid in the presence of arsenic. In combination with a simple acid detection fluid, which is not only cheap but easily distributable and non-toxic, a small amount of the bacteria will turn arsenic-polluted water red, while safe water will turn yellow. Thus, a group of students working with open tools and systems created, and in turn distributed the plans for, a workable field detection system for arsenic [48] . This is only the leading edge of applications from synthetic biology and points at the capacity building power of the open approach. [65] .
Conclusions
Unquestionably, one of the prerequisites for sustainable development is knowledge, in a world where both the sustainability challenges and the knowledge bases are constantly changing. Knowledge not only informs coping, but it also supports innovation-and it helps to attract talent for sustainability problem-solving.
If as the current research literatures indicate, transferring knowledge for sustainability depends on user-driven co-production of knowledge, combining both external and local knowledge, then a central issue is how to assure local access to existing knowledge as a key requirement for that creative process.
The rapidly emerging information technology (IT) revolution is becoming a powerful enabler for such access, if intellectual property obstacles can be overcome-not only making information readily available but promoting a network culture that can integrate the advantages of closeness to a sustainability problem with an ability to share information and ideas with others who have a wider range of perspectives and experiences to draw upon. This potential is especially bright if institutional changes are encouraged and supported that, within some developing countries and regions, address ways in which dysfunctional governance and other institutional disincentives discourage and impede local innovativeness.
Together, these conclusions paint a picture of potential transformational improvements in prospects for sustainability in many parts of the world in the coming decades, built on IT-based open access to scientific and technological information and knowledge. If we can realize this enormously promising potential, sustainability will be accelerated, and linkages between actors at scales from global to local will be strengthened in ways that will be good for the global community in other respects as well.
